Protecting Yourself from Identity and Other Consumer Frauds
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Identity theft is a serious issue and one that shouldn’t be ignored.  It can destroy your credit record and make it difficult to obtain loans, employment or housing.  Victims can spend years trying to recover their good name.

In 2006, identity theft topped the list of consumer complaints received by the Federal Trade Commission for the seventh year. While Kentucky has fewer identity theft complaints than all but six states, it is still a problem -- especially for those that fall victim to the fraud. In Kentucky in 2006, 1,766 identity theft complaints were reported to the FTC. 

Credit card fraud is the most common form of identity theft, followed by phone or utilities fraud, bank fraud and employment fraud. Identity fraud related to telephone or utilities is most likely a relative using a family member's name to start new service because they can no longer get service in their own name due to unpaid bills.

Criminal identity theft is a special problem. Because the criminal commits crimes under someone else’s name, identity theft victims may be arrested for crimes they didn’t do.
To protect yourself from identity fraud and other types of consumer fraud, contact (Your County) Extension office and ask for the following two publications, “Let the Consumer Beware! A Guide to Fraud and Rip-Offs” and “Making Your Ride on the Internet Safer.”
If your personal information gets out where the wrong people can see it or someone steals your identity, you can do some things to protect yourself. First, contact one of the three biggest credit reporting bureaus, Equifax, Experian, or TransUnion, to put a fraud alert on your credit record. You may also do this by telling a consolidated credit report provider such as AnnualCreditReport.com. Contact them online at http://www.annualcreditreport.com, or call 877-322-8228. When you tell one of the three big credit bureaus, they will tell the other two. 

You might find it hard to get through and tell them, however don’t give up. The big credit bureaus take your requests over the phone, but their phone systems can be hard for you to use. You might find it easier to place your request on the Web site of one of these companies or on AnnualCreditReport.com. But you might still need to mail them some information so they can access your file. Do this, even if it is difficult; if you do nothing, you will be far worse off.

If your personal information gets out where the wrong people can see it, but you find no fraud on your credit report, you may place an alert on your record for 90 days. You can renew this alert every 90 days. You get a free credit report when you place this alert.

If someone does steal your identity, file a police report with your local police or with the police where the fraud took place. Close all accounts that might have been seen by the wrong person or that were opened against your wishes. If you have a police report of actual fraud, you may place an alert for seven years. 
A new Kentucky law that takes effect July 12 will allow you to place a security freeze on your record. This will keep people from getting your credit report without your approval. It will cost $10, but will be free if you give them a copy of your police report. Don’t place such a freeze on your record unless you need to do it, however; it will make it hard for you if you apply for credit yourself. But, if you need to buy something big like a car or home, you can lift the freeze temporarily for $10.

Dispute any bills that result from identity theft. Tell the Kentucky Attorney General’s Office about any companies that try to get you to pay those bills even after you write to them about what happened.

For more information on identity and other consumer frauds, contact (YOUR COUNTY) Extension office. Educational programs of the Cooperative Extension Service serve all people regardless of race, color, age, sex, religion, disability or national origin.
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